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Abstract— Proactive Secret Sharing Scheme (PSSS) is a method to periodically renew n secret shares in a (k, n) threshold-based Secret 
Sharing Scheme without modifying the secret or reconstructing the secret to reproduce new shares. Given enough time, a hacker may be 
able to compromise enough shares (k or more) to gain the secret. PSSS is a scheme that allows generating new set of shares for the 
same secret from the old shares without reconstructing the secret. Using PSSS, all the shares are refreshed so that old shares become 
useless. Thus, an adversary has to gather at least k shares between two executions of PSSS. The secret remains confidential if fewer than 
k shares were compromised from the start of one PSSS to the end of the next PSSS. In this paper proactive secret sharing scheme for 
images is proposed based on matrix projection method.  The proposed scheme provides the extended capabilities of enrolling and 
disenrolling of shareholders in the existing scheme. Also in the proposed scheme public information is shared with the participant’s shares 
which makes the scheme more reliable. 

Index Terms— Secret Sharing, Visual Cryptography, Proactive Secret Sharing, Extended Capabilities, Image processing 

——————————      —————————— 

1 INTRODUCTION                                                                     
ecret Sharing Schemes (SSS) [1] refers to method for dis-
tributing a secret amongst a group of participants, each of 
whom is allocated a share of the secret.The first secret shar-

ing scheme was proposed by shamir [2] in 1979. The secret can 
be reconstructed only when a sufficient number of shares are 
combined together; individual shares are of no use on their 
own. There are circumstances where an action is required to 
be executed by a group of people. For example, to transfer 
money from a bank a manager and a clerk need to cooperate. 
A ballistic missile should only be launched if three officers 
authorize the action. Schemes that have a group of partici-
pants that can recover a secret are known as Secret Sharing 
Schemes. Secret sharing has been an active research by math-
ematicians as object of intrinsic interest in their own right, 
cryptographers as important cryptographic primitives and 
security engineers as technique to employ in distributed secu-
rity applications. There are various kinds of secret sharing 
schemes like threshold schemes, schemes with general access 
structure, verifiable secret sharing schemes, proactive secret 
sharing schemes etc. As per the need of an application the se-
cret sharing scheme should provide the extended capabilities. 
Here we are focussing on proactive secret sharing: 

 
1.1 Proactive Secret Sharing [3][4][5]   

 
A well-known principle in the analog world is the term re-

duced trust, meaning that in order to keep a secret, the less 
knowledge or power each entity has the better. This is the 
basic philosophy. 

The question whom to trust is fundamental for anybody in 
any situation, and becomes paramount when security is re-
quired. There are many examples when even well established 
trusted entities become malicious. The reasons can be differ-
ent, but the result at the end is always the same: they are not 
trusted anymore. One known solution to overcome such a 
problem is instead of placing your trust just in one trusted 
party; distribute the trust among a group of entities, especially 
when the stakes are high. This should be done with the help of 

proactive secret sharing. It provides facility for Enrollment of 
shareholder, Disenrollment of Shareholder, Periodically Re-
newal of Shares to improve the security measures. 
Consider the following problems: 

• In some situations, there is usually one secret key that 
provides access to many important files. If such a key is lost 
(e.g., the person who knows the key becomes unavailable, or 
the computer which stores the key is destroyed), then all the 
important files become inaccessible. The question one may ask 
is how to back up secret information, so that it does not de-
pend on one authority only.  

• While performing the encryption procedure, a certain 
key needs to be stored; as we want to ensure that no single 
entity is entrusted with too much knowledge or power, the 
question now, is how to ensure that the key will not be ex-
ploited by the authority holding it. 
 
The goal of the pro-active security scheme is to prevent the 
adversary from learning the secret or from destroying it, In 
particular any group of k non-faulty shareholders should be 
able to reconstruct the secret whenever it is necessary. The 
term proactive means the fact that it's not necessary for a vio-
lation of security to occur before secrets are refreshed, the re-
freshment is done periodically and hence, proactively. 

 
1.2 Features of PSSS: 
1. Enrolment of Shareholders:  Enrollment of shareholder 
consist of adding a new person in the k trusted group of  
shareholders. 
2. Disenrollment of Shareholders: Disenrollment of share-
holder consist of removing a untrusted person from  the k 
trusted group of  shareholders to make secret more secure. 
3. Periodically Renewal of Shares:  The goal here is to renew 
the shares without the Dealer’s involvement. (as the Dealer 
might not exist anymore). The shareholders should agree on a 
new polynomial with the same secret s without revealing the 
secret, the old polynomial or the new polynomial. At the end 
of this protocol, each shareholder will obtain a new share on 
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the new t-1 polynomial. The assumption in this protocol is that 
each shareholder remembers his/her old share. 
4. Recover lost or corrupted shares:  It recovers lost or cor-
rupted shares without compromising the secrecy of the shares. 

 
The rest of the paper is organized as follow. Section 2 contains 
literature survey of few proactive secret sharing schemes. Sec-
tion 3 covers proposed proactive secret sharing schemes based 
on matrix projection method.It describes algorithms for added 
extended capabilities. Section 4 shows implementation results 
on proposed scheme. Finally in section 5, we summarize the 
proposed scheme based on algorithms and results.   

 

2 LITERATURE SURVEY 
2.1Shamir’s Secret Sharing Scheme  

 
A  PSSS based on Shamir [2] secret sharing scheme is ex-
plained in [1]. Shamir [7] developed the idea of a (k, n) thresh-
old-based secret sharing technique (k ≤ n). The technique is to 
construct a polynomial function of order (k − 1) as, 

  
f(x) = d_0+ d_1x + d_2 x^2 + … + d_(k-1) x^(k-1) (mod p), 
 

where the value d_0 is the secret and p is a prime number. The 
secret shares are the pairs of values (xi, yi) where yi = f(xi), 1 ≤ 
i ≤ n and 0 < x1 < x2 …< xn ≤ p − 1. The polynomial function 
f(x) is destroyed after each server Pi possesses a pair of values 
(xi, yi) so that no single server knows what the secret value 
d_0 is. In fact, no groups of (k − 1) or fewer secret shares can 
be used to discover the secret d_0. On the other hand, when k 
or more secret shares are available, we can set up at least k 
equations yi = f(xi) with k unknown parameters di’s. The 
unique solution d_0can be solved. Also, a Lagrange interpola-
tion formula [6] is commonly used to solve the secret value 
d_0 as the following formula, 

 
 
 
 
 
 
 
 

where (xi, yj) are any k shares for 1 ≤ i ≤ k. Shamir’s SSS is re-
garded as a perfect SSS because knowing (k − 1) linear equa-
tions cannot expose any information about the secret. 

 
We assume an initial stage where a secret s is encoded into n 
shares using Shamir’s secret sharing scheme. Each participant 
holds his/her share f(i) for some t-1 degree polynomial f(x). 
After the initialization, at the beginning of each time period, 
all honest servers/shareholders trigger an update phase in 
which the servers perform a share renewal protocol. 
Each i’th  shareholder receives the following shares:   ( includ-
ing his own made share  Pi(i)) and computes his/her new 
share by adding his old share- f(i) to the sum of the new n 
shares. Mathematically speaking:  

 
 

2.2 Herzberg’s [7] Proactive Secret Sharing scheme 
 

Herzberg [8] proposed the PSS scheme based on the Shamir 
SSS [2] to address the problem of passive and active attacks. 
This method periodically renews the shares (without recon-
structing the secret) so that it prevents an adversary from gain-
ing the knowledge of the secret before it expires. To counter 
active adversary attacks, Herzberg et al. combined the ideas of 
the VSS technique to prevent dishonest participants (or com-
promised participants by active adversaries) from refusing to 
change the shares during the renewal process, or launch inva-
lid secret shares.  

To periodically update shares is an effective way to protect 
a secret from being revealed by adversary attacks. Herzberg et 
al. developed a PSS technique for the Shamir’s method. When 
Shamir’s SSS is initialised, at the beginning of every time peri-
od, all ‘honest’ servers can trigger an update phase in which 
the servers perform a share renewal protocol. The shares com-
puted in period t are denoted by using the superscript t, i.e., 
(xi, f^t (x_i)), t = 0, 1, . . . . We know that the secret d0  at time 
(t− 1) is,   

d0  = f^((t-1))(0). 
 
The algorithm is to construct a new (k − 1) random poly-

nomial function at each updating phase as, 
 
δ(x) =  a_0+ a_1x + a_2 x^2 + … + a_(k-1) x^(k-1) (mod p) (1) 

 
where δ(0) = 0 so that f^t(0) = f^(t-1)(0) + δ(0) = d_0 + 0 = d_0.  
Since the δ(x) function does not have a constant term, conse-
quently, any group of k or more servers can still compute d_0  
by contributing their new shares. However, a combination of k 
shares using past and present shares cannot be used to recon-
struct the secret. As a result, the secret is protected from being 
revealed by the passive adversaries. 

 
2.3 Proactive Secret Sharing Scheme using matrix pro-
jection [9] 

 
Lie Bai [10] proposed a secret sharing scheme for images. Lie 
Bai and Zou [9] proposed a secret sharing scheme which sup-
ports proactive secret sharing with enrollment, disenrollment, 
and periodic renewal of shares. There is no need to expose the 
secret and other shares while providing a new share to new 
enrolled shareholder. Also he introduced a new, secure and 
distributed proactive secrete sharing scheme using the matrix 
projection method. This scheme is different than Hertzberg’s 
scheme. After the shares are updated, any k shares of past and 
present shares cannot be used to reveal the secret matrix. This 
method looks after the protection against the passive attacks. 
Some other methods are recently published for proactive se-
cret sharing scheme[5] [11][12].  Bai developed a SSS using 
matrix projection. The idea is based upon the invariance prop-
erty of matrix projection. This scheme can be used to share 
multiple secrets. Here, we briefly describe the procedure in 
two phases: 
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1. Construction of Secret Shares From Secret Matrix S 
 

1.  Construct a random m × k matrix A of rank k where  
m > 2(k - 1) – 1. 

2.  Choose n linearly independent k×1 random vectors xi. 
3.  Calculate share vi = (A×xi) (mod p) for 1£ i £ n, where p is a 
prime number. 
4.  Compute $ = (A (A’A)-1A’) (mod p). 
5.  Solve R = (S - $) (mod p). 
6.  Destroy matrix A, xi’s, $, S, and  
7.  Distribute n shares vi to n participants and make matrix R 
publicly known. 
 
2. Secret Reconstruction 

 
1. Collect k shares from any k participants, say the shares are 
v1, v2, . . . .,  vk and construct a matrix  B =[v1 v2 . . . vk]. 
2.  Calculate the projection matrix $ =(B (B’B)-1B’) (mod p). 
3.  Compute the secret S = ($ + R (mod p)). 

 
EXAMPLE [8]  
 
To demonstrate the method, we show a simple (2, 4) thresh-
old-based example with the prime modulus p = 19 and the 
secret matrix S, 
 
 
 
 
 
 
 
 
 
 
To construct the shares, we choose a 4 × 2 random matrix A of 
rank 2 that 

 . 
 
 
 
 
 
 
 
 
 

The values of m = 5 and k = 2 satisfy the condition of secret 
sharing where m > 2k − 3. It is a necessary A Proactive Secret 
Sharing Scheme in matrix projection method condition for 
strong protection of the secret matrix S. Choose n = 4 linearly 
independent vectors as x1, x2, x3, x4 

 
 
 
 
 
 

 . 
Next we compute vi = Axi for i = 1, 2, 3, 4, 
 
 
  
 
 
 
 
 
 
 
The projection matrix $  is  $ = (A (A’A)-1A’) (mod 19).= 
 
 
 
 
 
 
 
 
 

then the remainder matrix R is equal to R = (S − S) (mod 19) = 
 
 
 
 
 
 
  
 
 

The matrix R is made publicly known. We can destroy A, xi’s, 
S and $, then we distribute four vi  shares to  our different 
servers in A. When any two servers’ shares are chosen, they 
can form a matrix B. For  example, these two shares are v1 and 
v2 to form the matrix B as 
 
 
 
 
 
 
 
 
 
The projection matrix of B, $ is $ =(B (B’B)-1B’) (mod 19) 

 
 
 
 
 
 
 
 
 
 

We can validate that tr(S) (mod 19) = 40 (mod 19) =  2 = k. The 
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secret matrix S is obtained by the remainder matrix R and the 
projection matrix $ as S = (R + $) (mod 19) = 

 
 
 
 
 
 
 
 

 
The reconstructed matrix is the same as the secret matrix, and 
the shares are 1/m of the size of the secret matrix (for our case, 
it is 1/5 because m = 5). This matrix projection method is not a 
perfect SSS, but it is a multiple-secret sharing scheme and has 
a strong protection on the secrets. 

3 PROPOSED SCHEME 
3.1 Image Secret Sharing  
 
The proposed scheme is implemented to share the secret im-
ages. The [ 10] is modified using Thein and Lins [6] method to 
use for images. Thien and Lin [6] proposed a (k, n) threshold-
based image SSS by cleverly using Shamir’s SSS [2] to generate 
image shares. The essential idea is to use a polynomial func-
tion of order (k − 1) to construct n image shares from an l × l 
pixels secret image (denoted as I) as,  

 
Sx(i, j) = I(ik + 1, j) + I(ik + 2, j)x . . . +I(ik + k, j)xk−1 (mod p) 
  

where 0 ≤  i ≤ ( l/ k) and 1 ≤ j ≤ l. This method reduces the size 
of image shares to become 1/k of the size of the secret image. 
Any k image shares are able to reconstruct every pixel value in 
the secret image. An example of (2, 4) image secret share con-
struction process  where k = 2 and n = 4.According to the tech-
nique, a first order polynomial function can be created as, 
 

Sx(i, j) = (110 + 112x) (mod 251) 
 
where 110 and 112 are the first two pixel values in the Lena 
image. For our four participants, we can randomly pick four x 
values, and substitute them into the polynomial function by 
setting p value to be 251 which is the largest prime number 
less than 255 (maximum gray image value). Four shares are 
computed as (1, 222), (2, 83), (3, 195) and (4, 56). They become 
the first pixel in four image shares. The second pixel is com-
puted in the same manner by constructing another first order 
polynomial function using next two pixels in the Lena image. 
This process continues until all pixels are encoded. And the 
size of each image share is half (1/2) size of the original image. 
None of the image shares appear to reveal information about 
the secret image. However, the pixel values in a natural image 
are not random because the neighboring pixels often have 
equal or close values. It is evident that the first two pixel val-
ues (110 and 112) are very close to each other. That creates the 
possibility that one image secret share may be used to recover 
the secret image by assuming the neighboring pixels have the 
same values in the first order polynomial function.Since Thien 

and Lin’s method reduces the size of image shares to become 
1/k of the size of the secret image,.The matrix of pixel values of 
images is considered to be the secret and used for image secret 
sharing. 

 
3.2 Enrolment of Shareholders  
  
1.   Store random m × k matrix A of rank k where m > 2(k - 1) – 
1 in persistant memory which was generated at the time of 
construction of n shares. 
2.   Again  choose one more linearly independent k×1 random 
vector xe. 
3.   Calculate share vi+1 = (A×xe) (mod p)  , where p is a prime 
number. 
4.  Distribute newly generated shares vi+1  to n+1’th  partici-
pant along with matrix R which  is publicly known. 

 
3.3 Disenrollment of Shareholders 
 
The dealer will discard the share of shareholder who is not 
more trustworty by not considerng his/her share as a part of 
the seret sharing scheme. 

 
3.4 Avoiding Single Point Failure 
 
In the existing scheme the Remainder matrix R is made public. 
However, matrix R can become single-point-failure if it is cor-
rupted or lost. To overcome this problem, the proposed meth-
od uses Thien and Lin’s image SSS [9] to secretly share the ma-
trix R as a Gi =g1(i),g2(i),….g(m/k)n (i)  for g(i)t (j) = I(tk+1, j)+. 
. .+I(tk+k−1, j)rk−1t mod 251 where 1 ≤ t ≤[m/k] and 1 ≤ j ≤ m . 
Each image share Shi is the combination of vi and Gi.. 
 (1) 
4. RESULT 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig1.Main Window (Input Window) 
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Fig2.Constructed Shares 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig3.Reconstructed Secret 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig4.Renewed Shares 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig5.Reconstructed Secret using Renewed shares 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig6. Enrolled Dialog for new enrolled shareholder 
 
 
5. CONCLUSION 
 
The proposed scheme is having strong mathematical base as it 
is based on matrix projection method. The proposed scheme is 
implemented to share the secret images. The scheme adds the 
extended capabilities like enrolling and dis-enrolling of the 
shareholders in the existing proactive secret sharing scheme. 
Also the public information is shared with the participants 
shares which makes the scheme more reliable. In future the 
scheme can be modified for better time complexity without 
Dealers interference and to handle active attacks in near fu-
ture. Along with this cheater identification using verifiable 
secret sharing can be added in proactive secret sharing. 
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